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Introduction - The Deleted E-Mail that
Wasn't, and Other Non-Issues

As computer evidence has become
increasingly important in litigation, there
has been a concomitant need for expertsto
explain how computer systems work and
the significance of computer data. As a
result, a whole new trade has started to
emerge - computer forensic experts, who
include both employees of law enforce-
ment agencies and private practitioners.
Thisis a discipline in its infancy. To date
there are few standards for evaluating
forensic computer work. As you would
expect under these circumstances, the
quality varies widely. Excellent work has
been done in many cases - unfortunately,
then there is the what | call Computer
Forensic Misconduct. It is the latter that is
the focus of this paper. Let's start with an
example.

The Case of the Non-Deleted Emails
Not long ago, the company where |
work, Electronic Evidence Discovery, Inc.,
received a call from a company facing
charges of trade secret theft. A new sales-
man - we'll cal him Arnold for this dis-
cussion — had come over from a competi-
tor, who charged that he had violated a
non-compete agreement and also had
taken valuable contact lists and other com-
petitive information in spreadsheets and
email. The competitor had engaged a rep-
utable computer forensic expert to go
through Arnold’s laptop hard drive, and the
expert claimed that Arnold had deleted
hundreds of email messages after the law-

suit was filed in an effort to hide the origi-
nal misappropriation of data.

We looked over the expert’'s findings
and all seemed to be in order. He used a
standard diskimaging program used by
many law enforcement agenciesto reliably
collect data from hard drives. He printed
out deleted emails, all of which seemed to
come from the competitor's system, as
well as carefully identifying spreadsheets
and a big database of sales contact infor-
mation taken by Arnold.

Adding to the bleak picture our client
faced, Arnold admitted taking much of this
data from his former employer by copying
it onto an lomega ZIP disk.* Arnold
claimed that the sal es database was mostly
the contacts he aready had developed
before going to work for the competitor
and that the email he took was mostly his
personal messages. Arnold took the
ZIP-disk, connected it to the laptop pro-
vided by our client company, copied the
information over, and threw away the ZIP
disk.

When the competitor filed the lawsuit
and demanded production of anything
Arnold took, he obtained a new ZIP disk,
copied some data onto it, and gaveit to our
client’s attorneys. The new ZIP disk con-
tained only a handful of email messages,
the expert working for the competitor had
found over 900 deleted on Arnold’s laptop
hard drive. It looked very much like
Arnold, and our client, were caught red
handed, with Arnold taking data from his
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former employer, then covering his tracks
by deleting the data after the lawsuit start-
ed. To make matters worse, Arnold could-
n't explain what was going on with his
email, saying that he knew he'd taken
more messages from his former employer,
but they had mysteriously disappeared
from his computer. As if Arnold's confu-
sion weren't enough, our client’s outside
counsel had given Arnold’s laptop to their
internal law firm information systems
department, which had proceeded to
install programs on the laptop hard
drive potentially overwriting substantial
amounts of deleted data. The opposing
side's expert was of the opinion that not
only Arnold but the law firm representing
our client had destroyed evidence.

EED was engaged by Arnold’'s new
employer to tell them what he had actual-
ly taken from their competitor and what, if
anything, they could do to address the
charges of theft and concealment of evi-
dence. Our first step was to make our own
clone of the hard drive from Arnold’s lap-
top, where we found the same evidence of
deleted e-mails that the other side's expert
had found, but when we looked a little
deeper, wefound afew other thingsthat he
had overlooked.

Deletion (n.) - Moving Something from
One Place to Another

For one thing, the seemingly deleted
email on the hard drive wasn't redly
deleted. There were two electronic mail
programs on the hard drive, both made by
Microsoft, one, called Outlook Express,
comes with the Internet Explorer web
browser and is designed to be used prima-
rily asan Internet mail provider. The other,
caled Outlook, is a more full featured
program that is designed to be used both
for Internet mail and for email over a net-
work such as a typical corporate system.
There's ahig difference between the ways
that these two programs store data
Outlook Express saves messages onto a
computer’s hard drive in “plain text” for-
mat, meaning that if you look at the raw
datain thefile, you can see messages con-
taining readable text. The more full-fea-
tured Outlook program, by contrast, nor-
mally stores data in an encrypted format,
meaning that if you look at the raw datain
an Outlook file, you see mostly incompre-
hensible streams of date?. You generally
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need to use the Outlook program to
decrypt the file so you can read the mes-
sages. And you can't see messages in an
Outlook file unless you have properly
opened the file under Outlook, a process
that's somewhat more complicated than
opening a word processing document or a
spreadsheet. Essentially, you connect the
Outlook file to the program, so that when
Outlook is opened the user sees a set of
folders from that file (called “persona
folders’ by default).

When we looked at Arnold’s hard drive
we found that Outlook Express was
installed, but there was no icon for the pro-
gram on the Windows desktop and al the
email stored by Outlook Express had been
deleted. There were two different files of
information in the Outlook format, a
smaller one that Arnold seemed to be
using and that contained the few messages
from his former employer that he had
turned over, and a larger Outlook file that
contained a copy of every single “ deleted”
message that the opposing side’'s expert
had “recovered.” According to the file
dates showing on the hard drive, the larger
Outlook file had never been opened.

It was obvious to us that the “ deleted”
mail had in fact not been deleted at all, but
moved from an Outlook Express file into
an Outlook file. We confirmed by ques-
tioning Arnold who explained further that
his Outlook Express mail had disappeared
after he had sent his laptop to the corpo-
rate systems department because of prob-
lems with his screen display. He remem-
bered that the systems department had
worked on the email client on his comput-
er. We tracked down the technician who
did this work, and he confirmed that he
had upgraded Arnold's Outlook installa
tion 3, and converted the Outlook Express
mail to Outlook format. He had converted
the data (without asking Arnold) because
it was standard practice at the time for the
corporate systems department to move
users into Outlook, believed to be a more
appropriate email client for the firm's
business.

The technician had set up two Outlook
files - one to hold the old mail that was
aready on the computer, and one to hold
new mail. This made clear why the
Outlook file holding the converted mail
had not been opened by Arnold. The file
dates showed that it was last used when

the technician was working on Arnold’s
laptop. The technician had sent the laptop
back to Arnold with the new Outlook con-
nected to the Outlook program, but had
left the Outlook file holding the old mail
without connecting it to the Outlook pro-
gram. Arnold would have had had no way
to find the old mail, if he did not know that
there even was a second Outlook file on
his computer.

What accounted for Arnold having the
handful of email messages that he did turn
over on the second ZIP disk? These were
the messages that he had saved or moved
into Outlook before the upgrade. With
older versions of Outlook and Outlook
Express, while there were menu choicesto
move messages from one format to the
other, results were sometimes surprising
unless you are very familiar with the
import / export messages features of the
programs. The process would tend to cre-
ate complex sets of sub-folders and would
not always move all of the sub-folder
structure quite the way you expected it to.
When we examined Arnold’'s Outlook file
containing old mail, it seemed to contain
some irrational folder structures that
appear to have been created as the files
were moved around. It wasn't possible to
determine at what point the handful of
messages found their way into a separate
Outlook file, however.

The Descent into the Maelstrom
of the Registry

From our perspective, the most shock-
ing thing about the situation was the fail-
ure of the other side’s expert — a reputable
computer forensic examiner — to look at
the contents of the Outlook file before ren-
dering his opinion about deleted e-mail.
And even more astonishing was his
response when we pointed out that the
mail had been moved, rather than deleted.
The expert (who had plenty of time to
inspect the laptop prior to issuing a report)
declared that he had been misled, because
Arnold had not described the upgrade of
the email and creation of the Outlook files
in his deposition, and further that it was
suspicious that we at EED found the
Outlook file so quickly! Actualy, finding
Outlook email is avery simple procedure,
because the Outlook files must have a
proper extension (PST or OST) to work
with the program. It was, from our per-
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spective, inexcusable for someone acting
as a computer forensic expert to render
opinions about email on a computer with-
out checking for Outlook mail in these cir-
cumstances.

Asif thisweren’t enough, the competi-
tor's forensic expert decided to redouble
his efforts after learning of the Outlook
mail on the computer. He looked carefully
at the computer’s registry - a place where
a Windows computer keeps track of the
computer’s configuration and also tracks
information about programs, particularly
those created by Microsoft, that are tight-
ly integrated with the Windows operating
system. One of the registry settings for the
Outlook 98 program listed the last file
imported into Outlook, and seemed to
point to afilethat Arnold had used to bring
over data from the competitor which was
no longer found on Arnold’s hard drive.
Since this was an Outlook 98 registry set-
ting the expert concluded that Arnold must
have imported some of the data he took
from the competitor after Outlook 98 was
installed, and that, therefore, he had not
thrown away the ZIP disk he used to trans-
fer the data from the competitor to our
client, or else that our client had a copy of
the competitor’s email on our client’s net-
work.

But the competitor’'s expert had again
overlooked a significant fact. When you
upgrade a computer from Outlook 97 to
Outlook 98, the registry settings from
Outlook 97 are incorporated into the
Outlook 98 setup. So the Outlook 98 reg-
istry settings did not necessarily show that
data had been imported after Outlook 98
was installed, because an upgrade from
Outlook 97 to Outlook 98 would preserve

the setting showing the file that was the
source of the last import of mail under
Outlook 97.

TheAttorneysin the Dock
(or, perhaps, in the Dark)

With regard to the expert’s claim that
theinformation systems technicians of our
client’s outside law firm had installed soft-
ware on Arnold's hard drive and caused
changes in the hard drive, that claim was
correct. The changes occurred prior to the
competitor's expert issuing his report,
when our client’s law firm was trying to
take reasonable steps to preserve the data
but was not yet prepared to go to the
expense of bringing in an outside comput-
er expert. Changes therefore had occurred,
but there was no evidence that they had
been for the purpose of destroying evi-
dence or that any relevant evidence had
actually been destroyed.

The expert claimed that, by booting up
the Windows system on the laptop, many
files were modified or resaved on the hard
drive. That is so, every time a Windows
computer is booted from its hard drive.
But it isvery likely that any files overwrit-
ten by this activity were the samefiles that
had been changed the last time the com-
puter was booted. The issue in this case
was what had happened historically with
the data on the computer - not the precise
state of the computer immediately before
it was examined. The booting of the com-
puter by the information systems depart-
ment law firm had no significant effect
from this perspective. Nor did the installa-
tion of a program on the hard drive. This
installation may have overwritten some
system data or even some of the Outlook
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Express messages that the competitor's
expert was busily recovering. But it would
not affect what was redly at issue - what
Arnold had taken from the competitor and
what he had done to produce data when
ordered to do so.

Raising the issue of relatively minor
changes to the hard drive had little impact
on the outcome of the case. But it did sig-
nificantly increase the costs. Counsel for
our client felt it was necessary to respond
to these allegations to maintain credibility
and to clear the air of yet another evidence
destruction issue. So it was necessary to
examine in some detail the changes on the
drive in order to respond - even though
there was no specific allegation of relevant
evidence being destroyed, but only a gen-
eral alegation that something had been
done wrong.

All’s Not Well that Ends Well

The denouement of al of this made our
client happy, but | was less so. The strate-
gy of the competitor had been to focus on
the allegations of destruction of computer
evidence and seek to win the case by sanc-
tions, rather than proving their claims. By
answering these claims in detail, we
altered this posture, leaving the Court with
some fairly complicated computer technol-
ogy to resolve. The Court basically disre-
garded these disputes in deciding the case
on the merits - but then sanctioned Arnold
for not having taken stronger steps to pre-
serve what was on his computer after being
ordered to do so. In effect, Arnold became
responsible for innocent steps taken by a
company computer technician to upgrade
his system - steps that did not in fact result
in any destruction of evidence. From our
client’s perspective, however, it seemed
that the sanctions were minor compared to
the merits of the litigation.

From my perspective, this case was
one of those that opened my eyes to a
whole new emerging trend, which | call
computer forensic misconduct. Increas-
ingly, we are seeing cases where system
information and computer data is misin-
terpreted, and where unjustifiable opin-
ions are rendered. Arnold’s case illustrates
several of these issues - incorrect identifi-
cation of migrated data as “deleted”, mis-
interpretation of information from the sys-

Continued on next page
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tem registry, and unwarranted accusations
of destruction of evidence. Yet judges and
juries are rarely equipped to understand
the technical complexities of information
technology in this context. In Arnold’'s
case the competitor’s expert asserted that
he had been sent on a “wild goose chase’
by Arnold. Essentialy the argument was
that Arnold produced only a small amount
of the email taken from his former
employer saying it was al he had, but
Arnold actually knew he had taken more.
So Arnold was responsible for the expert
thinking that Arnold had deleted the
Outlook Express email and for the expert
not looking at the Outlook file that the data
was found in. From one perspective it's
understandable that the Court would hold
Arnold responsible to disclose that some
of his mail had disappeared - even if
Arnold didn’t understand what had hap-
pened and might understandably be con-
cerned about bad consequences if, as it
appeared to him, his mail unaccountably
disappeared when the computer was being
serviced by his new employer’s techni-
cians. But from another perspective, it is
very distressing that the Court expressed
no concern that someone holding them-
selves out as a computer forensic expert
would go on a “wild goose chase” for
deleted email without doing basic analysis
that quickly made it obvious that the email
had not been deleted at all.

Computer Forensic Misconduct -
Misinterpretation of Data and
Abuse of Authority

Unfortunately, the case discussed above
is far from unusual in today’s world of
computer forensics. Standards have not yet
emerged for computer forensic work.
Computer technology is changing rapidly,
s0 that someone who has extensive experi-
ence in the field may have little actual
knowledge of today’s technologies. On the
other hand, programs are widely available
that undelete files and have other “foren-
sic” functions, so that it is possible to work
with computer evidence without knowing
very much at al about how the computer
actually works - and without understanding
the significance of what isbeing examined.

Deleted, Undeleted, and Non-Deleted

Recovery of deleted data is one of the
main activities most people associate with
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the idea of computer forensics. A lot has
been written about the idea that delete
doesn't mean deleted - usualy meaning
that items which the user though he or she
deleted can be recovered in many
instances. But there's another sideto all of
this. What looks like deleted data on a
computer - sometimes, even to a computer
expert - often has gotten there by some
other process besides deletion. But that
doesn’t prevent some computer forensic
evidence experts from leveling charges of
destruction of evidence anyway. So practi-
tioners need to be aware of some of the
things that may masquerade as del etion:

Migrating files: As in Arnold's story,
the deletion process may be only one
part of the whole story. You often find
data that 1ooks deleted on a drive, only
because the information was moved
into a different format. The data was
“deleted,” but only after it had been
saved somewhere else. It's not fair to
cal this “deleted” data.

Moving files: Closely related to the
migration process is what happens
when you move a file from one loca
tion to another. The move process has
two steps: copying the data to a new
location, and deleting the listing show-
ing the old location of the file (and
sometimes the contents of the file as
well). The second part of this process
can look just like a deletion, when in
fact it's an artifact of copying the data
to adifferent location.

Defragmentation: Disk or drive defrag-
mentation is a process whereby datais
moved around on a drive to store it

more efficiently. I1t's needed because
most computers use rules for data stor-
age that permit files to be split up and
stored in two or more locations, and
place files in locations that are not the
optimal for running the computer.
Most systems have a specia function
called defragmentation that rearranges
the files so that they are in contiguous
chunks of disk space and optimize
locations of the data. These defrag-
mentation programs operate by mov-
ing the data to temporary holding
areas, then recopying it to a new loca-
tion. The process of relocating the data
leaves residual datathat looks, in many
cases, very much like deleted data.

Temporary files: If the computer crash-
es or loses power while afile is open
under an application, there is a sub-
stantial chance that the data in the file
can be corrupted or lost. Many types of
programs, such as those from standard
office program suites, CAD files and
data from other programs, create a
temporary copy of a file when it is
worked on. When the program is
closed, these temporary or backup files
are supposed to be automatically delet-
ed, creating more information that can
look like a ‘deleted” file, but actualy
had nothing to do with a user “delet-
ing” data.

Compecting of files. Some types of
data, such as email, are often found in
files composed of more than one item.
A single emalil file may hold thousands
of messages. When a message is delet-
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ed, it remainsin the file, but its content
is marked as invalid data so the email
program will no longer display it. Over
time, if messages are being deleted, the
file grows ever larger, with more and
more space being taken up by deleted,
“invalid” data. Not only does the file
grow larger but its interna structure
becomes more complex, increasing the
chance that the data will become cor-
rupt or flawed. In order to protect
againgt this, most email programs have
a‘“compacting” feature that rewritesthe

Doesn’t Mean Delete (Revisited)

email file essentially as a contiguous
collection of “live” messages. This
process can shrink the file substantially.
It often overwrites the initial part of the
file (however much data space it takes
to hold the compacted file); the rest of
the file remains present on the drive, but
since it is no longer in the file, it is
marked as invalid data. This left over
data from the compaction process can
look very much like deleted data - when
it is often a copy of some of the mes-
sages that remain in the compacted file.

Your Clients Expect You To Know Everything.

From consultation to testimony, Koerber Turner, PLLC provides the financial

counsel and litigation support you need to represent your clients in family

law and other legal matters.
* Business Valuation Services
* Calculation of Damages
* Forensic Accounting

* Lost Profits Analysis

K@ERBER TURNER, PLLC

Lost Earnings Analysis
Shareholder Disputes
Tax Issues Related to Settlements

Consultation

Renaming of files: In the Windows 95
system, when a file is renamed, the
computer uses two steps (asin the case
of moving files). First, alisting is writ-
ten with the new file name; and sec-
ond, the old file name is deleted from
the directory listings. Most forensic
examinerslooking at the computer will
list the old name of thefile as a“ delet-
ed” entry, when it is only that the name
of the file has been changed.

Swap File: Computers store data in
“memory” and in “disk storage” on the
hard drive. Data is stored in the com-
puter's memory while afile is open or
processing is being done on the data.
While the data is not being used, it is
stored on hard drives or other data stor-
age media, where forensic experts nor-
mally find files and “deleted data’. In
order to increase the effective size of
the computer’'s memory, most operat-
ing systems including Windows and
other systems*“ swap” data out of mem-
ory temporarily onto the hard drive.
Often the computer will use a “swap
file” for this data, and this file will
grow and shrink depending on what
processing is occurring on the comput-
er at the time. Data formerly in a swap
file that has subsequently shrunk can
leave what looks like the footprint of
deleted data on the drive.

Movement of Data from Networks:
Some current models of data storage
emphasi ze storage of data on networks
where it can be accessed from different
locations on a desktop or laptop com-
puter. Data may be downloaded to the
hard drive in a workstation while it is
being worked on, then copied back to
the network when the work is com-
plete. This will again leave footprints
resembling deleted data, where the
“deletion” isan artifact of the network-
ing process.

Forensic Misinter pretation of Data

A second major part of the computer
forensics areais the interpretation of data.
Here, the basic issue is whether or not the
interpretation is supported actual evidence
found on computer. And things are not
always as they seem, as shown in the
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example above of the Outlook 98 registry
entries that actually came from an earlier
installation of Outlook 97. Computer sys-
tems rarely if ever are set up to save data
for forensic purposes - the data is instead
saved for the convenience of the user and
to enhance the functionality of the com-
puter system. The information is usually
only as accurate as required for these pur-
poses. A few examples where things can
go awry in interpreting data found on
computer:

Dates / times of files and messages.
computer experts are sometimes called

upon to provide opinions about the
validity of dates and times of computer
files and messages. We have seen
experts render opinions that the date
and time of an electronic mail message
is accurate, or inaccurate, as represent-
ed on a computer - even where the
question is meaningless. For example,
dates and times in Outlook are stored
in Greenwich Mean Time, and auto-
matically change depending on the
time zone setting for the computer. So
the exact same message can appear
with different dates. In these circum-
stances, you simply cannot say what
the date and time of the message is,
without information about the settings
on the computer from which it was
taken. But opinions are often rendered
without reference to these settings.

Format of data: Data in computers is
found in avariety of formats, and com-
puter forensic experts often comment
on the significance of the particular
format in which it is found. A striking
example: Files sent as attachments to
email messages over the Internet must
be put in a standard format, primarily
because the files may be transmitted
through different types of computer
systems. The standard format is known
as “Base64!” and involves conversion
of the attachments to a format that
looks meaninglessto the human eye. In
one case, where an individual was
accused of stealing trade secrets, he
had sent the file over email, and it was
automatically Base64 encoded. The
individual’s former employer hired a
computer expert, who had three
Ph.D.sin computer science and taught
at a major university - but most of his
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experience was in older UNIX sys
tems, where an archaic encoding pro-
gram caled “Uuencode” was used
instead of the more effective Base64.
The expert actualy testified that the
data was “hidden” intentionally by the
user, when in actuality the data had
automatically been encoded using the
standard for transmitting information
over the Internet.

Many Fish Bite When You've
Got Good Bait

Perhaps even more important than the
misinterpretation of evidence by computer
forensic experts is the abuse of the legal
process that has been fostered by
“experts’ who pay no attention to the nor-
mal limits of discovery, and offer services
that, in the guise of computer discovery, in
effect amount to litigation by dirty tricks.
Consider the statements of one computer
forensic practitioner:

In three quarters of cases| find porn on
the machines, and attorneys use it how-
ever they can. That's their job. We're
getting more and more calls to review
the hard drives of employees who
claim they were fired because of age,
sex, or race discrimination. It's a fish-
ing expedition, but it works pretty well
for most of our clients. The attorney
usually goes back to the person filing
the complaint and says: “We found
some pretty outrageous material on
your PC. That'saviolation of our com-
pany policy, so you could’ve lost your
job anyway.”

In other words, the point of computer
forensic examinations is not merely to
establish relevant facts in the case. “It's a
fishing expedition,” plain and simple.
Disturbingly, this practitioner reports that
it works pretty well, to use the tools of
computer forensics to come up with
embarrassing information unrelated to the
case, in order to pressure opponents. The
discussion begins from a comment about
pornography. But the interviewee goes on
to state: “If the only way you can squeeze
somebody’s shoes is to tell them you're
going to examine their home PC, some-
times that makes lawsuits go away.”® The
cited articleisan excellent placeto start, if
one is looking for reasons that computer

forensic experts should not be alowed
unrestricted access to the hard drives
seized from parties in litigation or defen-
dants.

Forensics, Doublespeak and Civil
Liberties

A fina word about a few civil liberties
issues that the computer forensics area
raises. A key issue is access to justice.
Computer forensic work is expensive.
Individual plaintiffs or crimina defen-
dants may face ruinous expenses if they
have to pay for expensive computer foren-
sic experts. Costs of tens of thousands of
dollars for going through a single hard
drive are not unheard of. But imagine if
Arnold in the case set forth above, had no
forensic expert to rebut the charges leveled
against him. Litigants faced with these
types of allegations may be forced to
choose between financial devastation or
legal ruin. On the other hand, costs of
computer forensic activity depend on fac-
tors that usually have nothing to do with
the merits of a case. Should litigation be
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more expensive and difficult, regardless of
the merits, simply because a company or
individual uses a computer system that
presents problems for forensic analysis?

A second important issue is the quality
of justice. The need to examine computer
data leads to courts being confronted with
more complex technical issues that judges
and juries may not be equipped to deal
with. This tends to make decision making
more arbitrary. The increased emphasis on
sanctions for destroying evidence means
that more cases are focused on peripheral
issues rather than the merits. All this tends
to divert our legal system from attention to
justice, rights and remedies, and into pro-
cedures and tactics.

Finally, computer forensic examina-
tions tend to break down some of the bar-
riers that have traditionally been used to
protect privacy and individual freedom.
Hard drive searches make information
available to law enforcement authorities
and attorneys that would have been much

more difficult to sweep into litigation in
the past. Those who advocate this kind of
activity often follow up by advising com-
panies and individuals not to save data
because of the danger it will be discov-
ered. So does computer forensic work and
electronic discovery mean the less infor-
mation you have the better off you are?
Hopefully not.

As our society’s information and
knowledge has moved to computer sys-
tems, the legal system has struggled to
keep up with the change. Our firm has
wrestled with al of the issues and we
always seek to find ways to target discov-
ery on relevant data, keep costswithin rea-
son, and balance the needs for information
with the practicalities of the legal practice.
One of the great challenges of integrating
legal procedures with the information age
is to find ways to obtain data that do not
undermine rights of privacy and freedom
of expression, and do not disfavor the
preservation of knowledge. m
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LA ZIP disk isarelatively common type of data car-
tridge that holds 100 megabytes or 250 megabytes
of dataand workslike abig floppy diskette or small,
slow hard drive. You need a ZIP drive to use the ZIP
disk. A ZIP drive sometimesisfound installed in the
computer like the floppy disk drive or CD, or you
can hook up a ZIP drive easily through a parallel
port on your computer, where the printer is usually
connected. Becauseit is easy to move the drive from
one computer’s parallel port to another computer’s,
ZIP disks have been a common way of moving data
from one computer to another.

2|f the Outlook program is set up using the default
settings, the file storing the email will be encrypted.
However, at the time the program is set up, or any
time a new file is created for storing outlook data,
the setting can be changed so that messages are
stored under Outlook in plain text. It is relatively
rare to find plain text Outlook files, and in the case
discussed above, the Outlook files we found were
encrypted.

3 The upgrade was from Outlook 97 to Outlook 98.

4 Thisis not a problem normally, because all popular
email systems today automatically encode files in
Base64 when they are sent and automatically
decode the files when they are received. The user
only sees Base64 code when something goes
wrong.

°U.S. News & World Report, “News You Can Use”,
10/2/00, quoting loan Feldman, President of
Computer Forensics Inc.
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